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Storage of electronic files and easy, secure access to those files across the Internet is a requirement for successful operations in nearly all
businesses. Titan FTP Server provides the security and performance that businesses demand, with easy and precise configuration controls.

SECURITY AND ACCESS CONTROL
Titan provides security features such as industry standard Secure Sockets Layer (SSL) for encrypted
file transfers,and S/Key MD4 and MD5 password encryption.

KEY FEATURES

SSL 128 bit encryption

for secure transfers Several security controls are available to limit abuse. Titan provides the ability to block anti-timeout
measures that some clients use to keep a connection while idle. Access can also be blocked if a

S/Key password client attempts a given number of bad commands or invalid passwords.

encryption — uses MD4

or MD5 on supported Titan also provides comprehensive access control including the ability to enable or disable

clients. anonymous access, and permit or deny access based on IP address. FXP and PASV mode transfers
can be blocked and bandwidth throttling allows customizing of the maximum bandwidth given to

Access control features any server/user. Upload/download ratios can be configured and disk quotas can be set. The Titan

administrator has total control over who has access, how and how much they access.
Multi-threaded transfers

for increased performance. In multi-server installations, Titan supports Secure FXP (direct server-to-server file transfers) by way

of the SSCN and CPSV commands.
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